M1 APPLICATION NOTE

Access Control /A—/- 'y.-/'

Interfacing to MCP-040 4 Door Access Controller.  ness Inrel. Systems

The M1 can interface to the MCP-040 Access comrpfio the following features can be implemented.

1. Arm and Disarm the M1 Areas (up to 4 M1 Areas cancbntrolled) by the Access Control Card Readers.
(1 card presentation by an authorized card wileBisthe Area and 3 Card presentations (during dtoe dnlock
period) will Arm the Area.

2. Arm and Disarm the Access Control Areas (up to da&) by the M1 so access can be denied to useosgavh
not have Security rights to disarm the Securityt@yswhen the Security Area is armed.

3. Unlock a door (e.g. front door to a business) witensecurity area is disarmed.

This application note will address how to prograathbthe Access Control System and M1 to they wsekmingly
together.

The MCP-040 Access Controller has 4 Areas of ite.oflhese can be armed / disarmed by both a CardeRead / or
Zone input connected to an output from the M1.

When each area is armed / disarmed an output catthated and connected to a M1 Zone (Programrsea ‘aon
alarm’ input) to Arm / Disarm the M1 and the sanupoit can also be wired to the readers LED contice to provide
feedback to the customer to advise them of theiStdtthe Area.

Therefore Arming and disarming the Security Sysfeer by either the Access Control Card Reader, brkdypad the
system will stay in Sync for the user to easilyabée to see the status.

Pr ogramming the M CP-040

Card Reader
You must first select the Card Reader(s) thatbelused to arm / disarm the Security System.

In MCP-040 Controller settings, selected card redus will
be used control the Arm / Disarm of the Area amhthelec
the Partition (Areas) that reader will Arm / Disarfa.g.

Wiegand Reader 1 will Arm / Disarm Security Area 1)

TerMNga! 0044 : MCPO40

Then select the ‘Mode’ to be “Access + Security”
(‘Access’ will provide Access only at that readadaAccess
+ Security’ will add Area Arm / Disarm control telscted
Area(s).

1 valid card reader will disarm the Area and 3 Card
presentations (during the Open Time / Unlock timg) Arm
the selected Areas. -

bartition Zone In/Out put | Lock Setting

Wiegand 1

Reader Ty WIEGAND

Lack 21 8: 8: B4

Partition 71 @: @82 @4

Mode =) Access+Security
Open Time (sec) 5 (0~255)

Access Mode Access
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Users
Only users programmed with rights to Control theusigy Area(s) will Arm / Disarm their permittedesa(s).
To Authorize a User to selected Area(s), from teeryorofile click on “Etc” option

Basic Information

§i1] ooooaoot Ermail Address -
Namea Grag Kingsley Address
Employee ID Other
oty e T . Reg.Date  2017/04/1013:40:01 B~
i *EEE : -
Department  ==== : Not Assigned = Location : Not Assigned
User Message
Title == 1 ot Assigned - ? Add
Authority ®x%% 4 | Joar o & Message Capture from Webcam |
Access Group  ***= : Not Assigned 3 |
Schedule =*=% ; Not Assigned - Restriction
Meal Code *F*EE 1 Not Assigned x
Remote Access Password Info
Pay Rate *x¥= 1 Not Assigned x
Etc
Authentication Type Y,
Combination OR
" Fingerprint || FP-Card " password % Card 2 Face | MobileCard
Password Information -
Card Information

T TV (2057020

Then select the Area(s) this User will be permiteérm / Disarm from the programmed readers.

-

- Etc

-

ACU Partition 1 2 3 4
" I

Note: If the User does not have ACU Partition (S#guArea) rights then not only will they not berpetted to Arm /
Disarm the Security Area, but they will be deniedess at the reader (even if their Access Levehlgl) while the
Security Area controlled by the reader is ArmedisTib designed to stop access by users not pedit®isarm the
Security system from accessing the secured areadivating ‘false alarms’.

Door Security Alarm Status.
You now need to program an output of the MCP-040e&s Controller to interface to the M1 Securityt&ys

From MCP-040 Controller settings, click on the Quitput tab” and select the Aux Output you wishdtivate when the
Area is Armed. (This will be used to connect the Etihe Input to Arm / Disarm the M1, and can alsabed to wire the
Card Readers “LED” control wire so the reader daowsthe state of the Security Area (Note: Not @dlders have “LED”
Control). When connected the LED on the Readerngitimally be ‘RED’ to show the Area is Disarmed &mten to
show the Area is Armed. You can reverse this itinegl by selecting ‘Inverted’ in the Output option.
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Selected the Output you are to use when the ArAamed.
e.g. Aux Output 1

Terminal connections
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Select the output and then select ‘Type’ to be
the “ARM STATUS".

Under “Time” select 251 Seconds. (1-250 will
activate the output for that time only, where 251
will toggle the Output on while the condition is
present (i.e. while the Area is Armed) and turn
off when the condition is clear (i.e. When the
Area is Disarmed)

Terminal 0044 : MCPO40

Lock Serang

Qutput

Qutput 1

E Select the “Parameter” for the Area you wish to

T‘."De s b activate the Output from (e.g. 1 will activate the
Ime 251

Output when Area 1 is Armed.)
Parameter 1 /

Don’t forget to click on SAVE and then Apply
@ Invertec to send it to the controller.

EN Iz

If you will also be Arming / Disarming from the ME.g. M1 Keypad, M1 App etc) then you will also wan ‘Arm /
Disarm’ the Access Control Area(s) to keep theeysin Sync.

You will need to wire a link between the outputrfraghe M1 (e.g. Output 9) and a Zone / Aux Inputtdd MCP-040
Access Controller. (e.g. Zone / Aux Input 3)
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Terminal connections
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Security System Areas can then
Arm / Disarm Access Control
Areas.
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From O/P of Security Alarm Panal to Inputs of
Access Controller to Set Partition Status ' rt

=
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From MCP-040 Controller
settings, click on the “Zone tab”
and select the Zone (Aux Input)
the M1 output is wired to. (e.g.
Zone 3)

0044 : MCPO40

Terminal

Give the Zone a name for your
future reference and then select
the ‘Type’ to be “ARMDIS”

Mame Areal A/D

Type
ARMDIS Then select the ‘Partition’

. e Eisine) (Area(s)) that will be Armed
Loy ounie . . .

when this input is ‘pulsed’.
Partition @1 2 @3 B4
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ProgrammingtheM1

You need to add a wire link between the Access Gbets Aux output, as programmed on page 3 abiotea M1 Zone

input. This input then needs to be programmed serwmsealed it will Arm the M1 and when sealedilt disarm the
M1 Area.

5%

@0 L
@0 ——=» [
(D u o o Inputs FR
@0 Disarn UP fo
1255 Panitions 1-4
@0
e
—— Access Control(Security)
@ 1] Areacan thenArm /
™ @ | Disarm Security Areas.

(NOTE: Make sure you connect the OV from Accesst@ier and M1 together)

In our example, we will use Zone 16 on the M1 panel

You will also need to hard wire a link between afh 8itput and the input of the MCP-040 controllér.qur example we
have used Output 9)

8] Security System Areas can then
=1 Arm / Disarm Access Control
Areas.

ZONE4TOMNER —=—— | I*F

G e

e 7ONEZONET——
ZOMNE 2/ IOMNES

GMND
ZONEL/ZONES ——

From O/F of Security Alarm Panel to Inputs of
Access Controller to Set Partition Status

Program the M1 Zone as Definition “16=Non-alarm”

Zene: 16 o]
Name |Access AmDisam Contral
Mot Connectec
Configuration
Send
Definition |1E = Mon-alam ﬂ w
Type [0= EOL Hardwire / Wireless | el Bl
Voice Description
Arez |1 EI: |Zone =~
Sixteen -
Attributes | J
D Silent alarm I:[ Swinger shutdown |{B|ﬂ nk} j
D Use dizler delay D Periodic trip |{Blank} j
D Listen in D Fast loop response
i |¢Blanky -]
D Bypassable I:[ Enable chime
D Force armable D In cross zone pool |{B|ﬁﬂk} j
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Then in M1 Rules you will need to program the fallog 4 M1 Rules;

Because the MCP-040 Access controller’s Input oatyuires a ‘pulse’ to Arm / Disarm the ‘AND’ rul@sthe following
are there to prevent the M1 from getting in a Ar@isarm loop.

Access Control Am./Disam
WHEMNEVER Access AmDisam {(Zn 16) BECOMES NOT SECURE
AMND Am/DisarmAccess (Out 5) STATE 1S OFF
THEM ARM AREA{S) 1 TO AWAY IMMEDIATELY

WHENEVER Access AmDisarm (Zn 16) BECOMES SECURE
THEN DISARM AREA(S) 1 IMMEDIATELY
The Above 2 rules will Arm and Disarm the M1 whée tAccess controllers ARM status changes.
The following 2 rules will Arm / Disarm the MCP-04&cess Controllers Area when controlled by the M1.
WHENEVER Ness Security M1 (4rea 1) ARM STATE BECOMES ARMED

AND Access AmDisam (Zn 168) 15 SECURE
THEM TURN Am/DisarmAccess (Out 5) ON FOR 2 5ECS

WHEMEVER Mess Security M1 {Area 1}:‘£'-.H|"J1 STATE BECOMES DISARMED
AMD Access AmmDisamm (Zn 16) 15 NOT SECURE
THEM TURN Am/DisarmAccess (Out 5) ON FOR 2 5ECS

N Got Questions or Ideas?
We welcome your feedback
o and any application notes /

Ideas you have.
Please Email me at
mlsupport@ness.com.au
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